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Texnnuyeckue TpedoBaHus 110 HH(POPMALMOHHON U KM0ePOe30IaCHOCTH

NPHU NOAKII0YEeHUM U ucnojab3oBanuu UT-undpacrpykrypsl Ha
IIMI®-2025 (KB «9KCIHOD®OPYM»)

Cankr-IlerepOypr
2025



Oco0ble yc1oBusi U TpeOOBAHMA

1. B UT-un¢pactpykrype  IUIOIIAJKA  HPOBEACHUS  MEpPONPUATHUS
OpraHM30BaHa 3allliTa OT HECAHKIMOHHPOBAHHBIX IOAKIOYEHUI CTOPOHHMX CETEBBIX
YCTPOUCTB (K OAHOMY TMOPTY MOXET MoAkmodaTecsi Toiabko oauH MAC-anpec
YCTPOWCTBA).

2. B mensx wMCKIOYEHMS pas3MYHBIX BUIOB YIpo3 HH(OpMarMOHHOU
oesomacHoctu (UB) moctyn ¢ muomanku npoBeaeHuss Meponpusitus K HEKOTOPBIM
pecypcaMm M cepBHcaM ceTh VHTepHET MOXeT ObITh OrpaHHyYeH, B TOM 4YHCIE 3TO
OTHOCHUTCS K CTPUMMHIOBBIM ILTATGOpMaM, CEpBUCAM OHJIAWH-TPAHCISIIMA U JPyruM
MOJ00HBIM CEPBUCAM.

3. [Ipu opraHu3anuu OTIAENBHOIO BBIIEJIEHHOTO CErMEHTAa CETH, TO €CTh B
ciydyae, eciau npefocrasisieMas  yciayra  UT-unHdpacTpyKTypsl  MEpONpPUSTHS
3allpallliBaeTcss J0 COOCTBEHHOIO CETeBOro  O0OpYJIOBaHMSA, IOCIE KOTOPOIO
OpraHu3yeTcsl OTAENbHBIM CETEeBOM CErMEHT, OPraHHU3aToOp CETH JOJDKEH O00eCHeuuTh
KYypHaAJIMPOBAaHUE CBOETO CETEBOro 0bopyaoBanus Ha cepsepa LlenTpa monuropunra UT-
UH(QPaCTPyKTYpBI.

4, Ha nnomanke npoBeaenuss MeponpusaTHs B TOCTOSHHOM PeKUME paboTaeT
[ITa6 nHpopMamoHHOM 0€30MaCHOCTH, B KOTOPOM co3faercs U GpyHKuuonupyer Llentp
kubepoOesonacHoctn  (manmee — lLlentp). Texuumueckumu cucremamu lLlentpa B
KPYIJIOCYTOYHOM PEXHME OCYIIECTBIETCS MOHMTOPUHT M pPErucTpainus CcoObITUI
MH(OPMALIMOHHON U KNOEepOEe30MacHOCTH.

S. B cayuae BwisiBieHus HapyuieHuss TpeOoBanuih Ub wmnm oGHapyxeHus
coObiTusi UMb, KoTOpoe MOXKET MpPUBECTH K BO3HUKHOBEHUIO pAa3jIUYHbIX yIpo3
6e3onacHoct UT-uHppacTpykType MEpOIpHsTHS, a TakKe APYTMM MOTEHIUAIbHBIM
JECTPYKTUBHBIM  BO3JCHCTBUSM (BKJIIOYas paboTy BPEIOHOCHOTO MPOTPaMMHOIO
obecnieuenusi), ICTOUHUK yrpo3bl (ITK umm ycTpoilcTBO), a Takke MpeI0CTaBICHHBIN s
€ro MOJKJIIOUEHHUsI CETEBOM MOPT MOTryT ObITh OTKItOueHbl 0T UT-uHpacTpyKTypbl U
3a0JI0KUPOBaHbI, B TOM YHCIIe 10 KOHIIa MeponpusiTus.

TpeboBanusi kK 000py10BaHuI0, YcTaHaABIMBaeMomy B UT-undpacrpykrype
MepOonpUATHSA

Ha Bcex yctpoiicTBax, nmoakmtodaembix Kk UT-undpactpykrype MeponpusTus (B
ToM yrciie k 6ecripoBoHOi Wi-Fi-ceTn), 10MKHBI OBITh YCTaHOBJICHBI:

1. JluneH3MOHHAs BepCHUsl OMEPAIMOHHOW CUCTEMBI C TIOCIEAHUM HaOOpOM
KPUTUYECKUX OOHOBJIEHUN O€30MaCHOCTH.

2. CpenctBa aHTUBUPYCHOM 3allUThl C JICUCTBYIOIIMM CEePTUHUKATOM
cootBeTcTBUI PCTIOK Poccuu u akTyanbHbIM HAOOPOM aHTHBUPYCHBIX 0as3.



Tpe6oBaHus K TeJIEKOMMYHUKALIMOHHOMY 000PYI0BAHUIO U OPTaHU3AIUN
BHEIIIHEro yNnpaBJieHUs

Ha cereBoM o000OpymoBaHHH, BKIIOYa€MOM B JIOKAIBHYIO CETh MEPOIPHSITHS,
JIOJDKEH OBITh YCTAaHOBJICH 3aNpeT HA BHENIHee YIpaBjieHHue YCTPOHCTBOM M3 CTOPOHHUX
CeTel, a TaKKe 3ampeT Ha JOCTYH K HeMy u3 cetu MHTepHeT. B ciywae Heobxonumoctu
YIPaBIICHUE MOXET OBITh pa3pemnieHo it oTAeNbHBIX |P-anpecos. [l 3TOr0 yyacTHHKY
(axcrionenTy) |P-ampecoB, HMCMOIB3yeMBIX JUIsI BHENIHErO YIPaBJICHHs, HEOOXOIUMO
nojaTh 3asABKy B TEXHHYECKYIO JUPCKIUI0 B YCTAHOBICHHOM TIOPSJAKE W TOJIYYHUTH
coryacoBanue ¢ OmepaTopoM MEpOTIPUSTHS.

HJ’I}I IIOJIYUYCHHUA COIJIaCOBAHUA HGO6XO,Z[I/IMO HaIlpaBUTb 34as4BKY Ha aJpcC
iIs cs@rk-avangard.ru.

TpedoBanus k opranusanuu VPN-nogkiaoueHuit
Ha tenedonax, nmepconanpabix kommbioTepax (I1K), MoHoOM0Kax, HOyTOyKax H
npouem UT-o60pynoBanuu 3anpemena opranusanusi VPN-coequHeHnuii s 10ocTymna K
BHEIIHUM pecypcaM dYepe3 ceTh HWHTepHeT WM K BHYTPEHHUM CETSIM IUIOMIAIKU
MeponpusaTus. Opranuzaius VPN-coequHeHnit MOKET OBITh pa3pelieHa s OTASIbHBIX
IP-anpecoB, cormmacoBanHbIX ¢ OmepaTopom.

HJ’I}I HOJ]yLIeHI/IH corjacoBaHUA H€06XOI[I/IMO HaHpaBI/ITB SaﬂBKy Ha az[pec
iIs cs@rk-avangard.ru.

TpeGoBanusi K OpraHu3any BbIBOAA TPAHCJSAIMI U MPe3eHTAIMOHHOT0 KOHTEHTA
HA JKpPaHaX, pa3MellleHHbIX HA MJI0IIA/IKe NPOBeleHUs1 MePONPUATHS

BoeiBoa TpaHcisiumii odunManbHOM mporpaMMbl MEPONPUATHS Ha BCEX AKpaHax,
YCTAaHOBJIEHHBIX B IAaBWJIbOHaX W Ha CTEHJAaX IUIOIIAIKNA IPOBENECHUS MEPONPHUATHSA,
BO3MOXKEH MCKJIIOYMTENIBHO TOCPEACTBOM MOAKIIOYEHUS K CETH BHYTPEHHETO
undosemanus (BT3C). BriBox mo0oro KOHTEHTa Ha HKpaHax, yCTAaHOBJICHHBIX Ha
TUIOLIA/IKE MPOBEACHUS MEPONPUSATHS, Yepe3 ceTh IHTEpHET KaTeropu4ecKu 3anpeiieH.

BbiBo 1106010 KOHTEHTAa Ha BCE 3KpaHbl IUJIOIIAIKU MPOBEACHUS MEPONPUATHS,
BKJIKOYas BBIBOJ HA DKPAHbI 3aJ10B TP IPOBEICHUN CECCUN U UHBIX MEPOIIPUATHM, a TAKKE
Ha DKpaHbl, Pa3MEILLIECHHBIC HA CTEHIaX, BO3MOXEH TOJIBKO I10CJI€ aHTUBUPYCHOM IIPOBEPKU
HocHuTeNss KoHTeHTa. [lpm  HeoOXoAMMOCTH  BbIBOJA  MPE3EHTALMOHHOIO  WIH
BUJICOKOHTEHTA U3 JIOKAJIbHOM CeTH WM U3 ceTu MIHTepHeT He00X0AuMO MpeIBapUTEIbHO
IIOJIyYUTh COIIACOBAHUE OT OIlEpaTOpa MEPONPHUATHS B YCTAHOBIEHHOM IOpsiaKe. BeiBox
MIPE3EHTALMOHHOTO WJIM BUJCOKOHTEHTA HA 3KpaHbl MOCPEACTBOM IOJKIIOUYECHHS K CETH
NHTEepHeT KaTerOpu4eCKy 3anpelieH.

Jns monmydeHHs corjlacoBaHUs HEOOXOAMMO HAMpaBUTh 3asiBKYy Ha aJipec
IS cs@rk-avangard.ru.

Opranusanusi BUACONOAKJIYEHUN THIIA «TEJIEeMOCT»

Jis  opraHM3anMM  BHJICOKOH(EpEHIMH, TEJIeMOCTOB U  APYTUX  THIIOB
BUJICO3BOHKOB YYacCTHUKaM (SKCIIOHEHTaM) W JpYyruM mnonb3oBatessiM ycayr UT-
MHQPACTPYKTYphI TUIOMIAIKKM MEPONPUATHS Pa3pElIeHO HCMHOJIb30BaHUE MPOrPaMMHOIO
oOecrieyeHus] OTEUECTBEHHOTro mpousBoacTBa (Hampumep, VK, «SAngexc.Terxemoct»),
MH(QpaCTpyKTypa KOTOPOTro JIOKaJIM30BaHa Ha Tepputopun Poccuiickoit denepanuu, mim
koprnopaTtuBHoro [10 opranuzanuu B ciayyae, eciau HHGPACTPyKTypa cepBrUcCa HaXOIUTCS
Ha Teppuropun Poccuiickon @enepanuu.
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Jlist monmydeHus COrjacoBaHHMsS HEOOXOIMMO HaIpaBUTh 3asiBKy Ha aapec
IS cs@rk-avangard.ru .

OTBeTCTBEHHBIN pabOTHHUK cO cTOpOHBI OpraHu3aTopa 1o BOIPocaM pacCMOTPEHHUS

u  cormacoBaHus  3aiBOK  —  CemeHoB  Ajiekcanap — BiaagumupoBud,
Tea.. +7 (966) 851 0978.

3a HapymieHue TpeOoBaHM HWHMOPMANMOHHOW 0€30IMACHOCTH HAa YYAaCTHHKA
(3kcnoHeHnTa) OyaeT Haj0xkeH mTpad B pazmepe 200 000 (IBecTu ThIcSIY) pyodJiei 3a
KaKAbIH BBISABJICHHBIN (PaKT HApPYLICHUS.
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3ASIBKA HA COI'JTACOBAHHUE IP-AJIPECOB, HCIIOJIB3YEMBIX J1JIsA
BHEHIHEI'O YIIPABJIEHUSA

Kommnanus:

KoHTakTHOE THTIO:

Creupn.

Tenedon:

Email:

Ne HaumenoBanue Nudopmanus

1 | Buemmnuii IP-agpec

Omnucanue 3amad, TpeOYIOUIMX BHEIIHErO
yIIpaBICHUS

3 | Ucnoas3yemoe 1O
(mst opranm3aru VPN)

(lomxHOCTB) (monmuck) (®amumus 11.0.) MLILL

JIumo, oTBETCTBEHHOE 3a HACTPOUKY U oOciyxuBanue UT-o0opynoBanus:

(Pamunus Ums OTuecTBO) (J1omKHOCTB) (Tenedon/Email)

IIpumeuanmue:
1. 3amonmHeHHyr (opMy TPOCHM HANpaBisaTh Ha azapec IS_cs@rk-avangard.ru.
2. 3asBKM HEOOXOJUMO HaIpaBisITh 3a0JaroBpEMEHHO BBHUJY WX COTJIACOBaHHUS C

Perynsitopom. Opranu3atop He TapaHTHUPYET PACCMOTPEHHE 3asBOK, MOCTYIUBIIHNX MOCIIE
15 mas 2025 1.

Tema nucbMa:

«Ha3BaHue MeponpusTus» roa, CTR «<HauMeHOBaHHeE IOPJIHIA», KHA3BAHHUE
CTeHIa»
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3AABKA HA COT'VIACOBAHUE PA/IMOINIEPETAIOHINUX CPEJACTB

Kommnanus:

KoHTakTHOE THTIO:

Creupn.

Tenedon:

Email:

Ne HaumenoBanue Nudopmanus

1 | O6opynoBanue: TUI, BEHIOP, MOICIb

KonunuectBo o6opynoBanus

Mecro WICIIOJIb30BAHMS
(mpuBsI3Ka K albOOMY CXEM)

4 | Onucanme 3azady, TpeOyIommx
UCTIOJIb30BaHUS paznuornepeaaonmx
CpeAcTB

3anpammBaemsiii SSID (B cimyuyae Wi-Fi)

6 | Texaudeckue XapaKTEPUCTUKHI
(4acTOTHBI  AMAama3oH,  MOIIHOCTh
nepelaTunKa)

7 | KomMeHTapuii

(JomxHOCTD) (monmuce) (Pamunus 1.0.) MLIL

JIumo, oTBETCTBEHHOE 3a HACTPOUKY U oOciykuBanue UT-o0opynoBanus:

(Pamunus Ums OTuecTBO) (JTomxHOCTB) (Tenedon/Email)

[Mpumeyanue:
1. 3amonHeHHYI0 (hOpMY MPOCHUM HaMpaBJIsATh Ha ajapec IS_cs@rk-avangard.ru.

2. 3asBKM HEOOXOJIMMO HAIpaBIATh 3a071aTOBPEMEHHO BBUJY UX COTJIACOBAHUS C
Perynstopom. Opranu3atop He rapaHTUPYET PaCCMOTPEHHE 3asBOK, MOCTYIUBIIHX MOCIIE
15 man 2025 r.

Tema nucbma:

«Ha3BaHue MeponpuaTus» roga, RTF/Wi-Fi «<nanmeHoBanue ropanua», «<Ha3BaHue
CTeH1a»




3AABKA HA COTVIACOBAHHUE VPN

Kommanusg:

KoHTakTHOE THTIO:

Creun:

Tenedon:
Email:

Ne HaumenoBaHnue Nudopmanus

Buemnwuit IP-aapec

Onucanue 3agay, TPeOYIOIIUX BHEIIHETO
YIpaBICHHS

3 | Ucnonw3yemoe 10
(mns opranm3aiuu VPN)

(lomxHOCTB) (monmuce) (Pamumus 11.0.) MLII.

JIumo, OTBETCTBEHHOE 32 HACTPOKKY U 00ciyxuBanue MT-o6opynoBanus:

(Damunust Umst OTyecTBo) (HomkHOCTB) (Tenedon/Email)

[Mpumeyanue:
1. 3amonHeHHY0 (hOpMY MPOCKUM HaMpaBJIATh Ha ajapec IS_cs@rk-avangard.ru.

2. 3asBKM HEOOXOJIMMO HaIpaBIAThH 3a071aTOBPEMEHHO BBUJY UX COTJIACOBAHUS C

Perynsitopom. Opranu3atop He TapaHTHUPYET PACCMOTPEHHE 3asBOK, MOCTYIUBIIHNX MOCIIE
15 mas 2025 1.

Tema nucbMa:

«Ha3BaHue MeponpusaTus» roa, VPN «HanMeHOBaHMe OPJIANLAY», KHA3BAHHUE
CTEH/1a»




3ASBKA HA COI'VTACOBAHUE BHEIITHUX UCTOYHUKOB KOHTEHTA

Kommanusg:

KonTtakTHOC JINIO:

Creunm:

Tenedon:
Email:

Ne HaunmeHoBaHue HNudpopmanus

1 | [lepedyeHb UICTOYHUKOB KOHTEHTA (CCHUIKH,
CETh BEILIAHUS )

2 d. U. O. " KOHTAKTHBIE JaHHBIE
MPEICTABUTEIIS nmapTHepa/>KCIIOHEHTA,

OTBCTCTBCHHOI'O 3a BBIBOJA KOHTCHTA

(lomxHOCTB) (monmuck) (Pamumus 11.0.) MLII.

JIu1o, OTBETCTBEHHOE 32 HACTPOKMKY U 00ciyxuBanue M T-o6opynoBanus:

(Pamunus Ums OTaecTBO) (JdomxHOCTD) (Tenedon Email)

IIpumeyanmue:
1. 3amonHeHHY0 (hOpMY MPOCHUM HaMpaBJIsATh Ha ajapec IS_cs@rk-avangard.ru.

2. 3asBKM HEOOXOJIMMO HaIpaBIATh 3a071aTOBPEMEHHO BBUJY UX COTJIACOBAHUS C

Perynsaropom. Opranuzatop He TapaHTUPYET PACCMOTPEHUE 3aIBOK, MOCTYIHUBIINUX MTOCIIE
15 mas 2025 r.

Tema nucbMa:

«Ha3BaHUe MeponpusaTus» rofa, EXT «HanMeHOBaHMe OPJIANLAY», KHA3BAHHE
CTEH/1a)»




3ASBKA HA COI'VIACOBAHUE UCITIOJIB3OBAHUA BUJAEO-KOH®EPEHII-
CBs3U

Kommnanus:

KontakTHOC JINIO:

Crenn:

Tenedon:
Email:

Ne HaunmeHoBaHue HNudpopmanus

1 | Jlara u Bpems ucnonb3oBanus BKC

[TporpamMmmuoe oOecrieuenue TUTS
nposenenuss BKC

(omxHOCTD) (moamuce) (Pamunus N.0.) MLIL

JIumo, oTBETCTBEHHOE 3a HACTPOUKY U oOciykuBanue UT-o0opynoBanus:

(Damunust Ums OTyecTBo) (domxHOCTD) (Tenedon Email)

IIpumeuanmue:
1. 3amomHeHHY0 (hOpMy MPOCKUM HaNpaBiIsATh Ha ajapec IS_Cs@rk-avangard.ru.

2. 3asBKH HEOOXOAMMO HAIPaBJIATh 3a0JIarOBPEMEHHO BBUJY UX COTJIACOBAaHUS C
Perynsaropom. Opranu3aTop He rapaHTHPYET PACCMOTPEHUE 3aSBOK, MTOCTYIUBIIUX ITOCIIC
15 man 2025 r.

Tema nucbMa:
«Ha3BaHue MeponpusaTus» rofa, VCC «HauMeHOBaHHUE IOPJINIA)




